
Introducing
BloodHound 
Enterprise 
On-Premises
Identity Attack Path 
Management for Regulated, 
Restricted, and Air-Gapped 
Environments

Identity compromises are an existential threat  
to all organizations, regardless of industry or 
vertical with over 97% of breaches leveraging  
an identity attack path. 

Identity attack path management represents a 
fundamental evolution in how organizations approach 
identity security. Like Vulnerability Management 
before it, identity attack path management is essential 
to a successful identity practice. 

The challenge of building an effective security 
program is compounded in industries handling 
sensitive data, such as defense, manufacturing, 
energy, or banking and healthcare where regulatory 
and data sovereignty requirements including GDPR, 
NIST 800-171 & NIST 800-53, and CMMC push for 
strict controls over the data lifecycle and often limit 
the use of SaaS-based identity security solutions.

BloodHound Enterprise on-premises was built to 
provide full identity attack path visibility, for regulated, 
restricted, and air-gapped environments without 
compromising functionality.

Why On-Premises Is a Strategic 
Advantage for Identity Security

•	 Keeps sensitive identity data within  
the organization’s security boundary

•	 Reduces third-party and shared 
responsibility exposure

•	 Supports air-gapped and  
restricted networks

•	 Maintains regulatory and  
audit compliance

On-prem deployments are a recognition 
that some identity systems operate under 
higher assurance requirements than other 
applications in an enterprise.

OVERVIEW

BloodHound Enterprise  
On-Premises Features
•	 Flexible deployment options with bare 

metal or containerized deployment 

•	 Visualize attack paths and gain actionable 
security insight without critical identity 
data leaving your environment

•	 Continuous Identity Attack Path visibility 
with the same coverage as BHE SaaS

•	 Safe, tested remediation guidance with 
measurable risk reduction



APM Outcomes from BloodHound Enterprise On-Premises
Protect Critical Assets
Segregate and enforce least privilege access across your identity infrastructure without critical identity data  
crossing security boundaries.

Identity APM
Create a continuous program for identifying and eliminating identity vulnerabilities in your highly regulated 
environment with no internet-facing control plane required.

Strengthen Existing Security Solutions
Enrich your SIEM, SOAR and ITDR solutions with identity attack path data to gain vital context without the need 
for persistent cloud connections.

Eliminate Tech Debt
Resolve legacy misconfigurations and excessive privilege while adding guardrails to future processes.

Secure Critical Assets with Privilege Zones
BloodHound Enterprise Privilege Zones gives you the ability to accurately segment your most business critical  
on-premises assets and understand where attack paths provide adversaries with access points, so you can  
eliminate them. 
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Learn More
Contact your SpecterOps representative or sign up for a demo to see how BloodHound Enterprise can help protect 
your organization’s most critical assets.
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